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Violent Python shows you how to move from atheoretical understanding of
offensive computing concepts to a practical implementation. Instead of relying
on another attacker’ s tools, this book will teach you to forge your own weapons
using the Python programming language. This book demonstrates how to write
Python scripts to automate large-scale network attacks, extract metadata, and
investigate forensic artifacts. It also shows how to write code to intercept and
analyze network traffic using Python, craft and spoof wireless frames to attack
wireless and Bluetooth devices, and how to data-mine popular social media
websites and evade modern anti-virus.

- Demonstrates how to write Python scripts to automate |arge-scale network
attacks, extract metadata, and investigate forensic artifacts

- Write code to intercept and analyze network traffic using Python. Craft and
spoof wireless frames to attack wireless and Bluetooth devices

- Data-mine popular social mediawebsites and evade modern anti-virus
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apractical implementation. Instead of relying on another attacker’ s tools, this book will teach you to forge
your own weapons using the Python programming language. This book demonstrates how to write Python
scripts to automate large-scale network attacks, extract metadata, and investigate forensic artifacts. It also
shows how to write code to intercept and analyze network traffic using Python, craft and spoof wireless
frames to attack wireless and Bluetooth devices, and how to data-mine popular social media websites and
evade modern anti-virus.

- Demonstrates how to write Python scripts to automate large-scale network attacks, extract metadata, and
investigate forensic artifacts
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Editorial Review
Review

"An information security specialist with the US Army, O'Connor introduces the hacker's programming
language Python to new users, and describes some advanced features to those who already know it." --
Reference and Resear ch Book News, August 2013

"A quick glance at [the authorg] collective credentials and experience undoubtedly creates high expectations
for thistitle... The end result is that the book demonstrates how powerful just afew dozen lines of Python
code can be... useful tips and tricks will surely be acquired smply by working through the exercises.” --The
Ethical Hacker Network, February 2013

"Violent Python is an excellent resource that devel ops and enhances a diverse set of security-related Python
skills. The book also serves as a great reference, where recipes could be quickly implemented to address
specific issues as they arise. Readers who are actively working in an InfoSec position will likely be able to
put their newly acquired skills to use immediately, and those looking to break into the field will acquire skills
that differentiate themselves from others who are dependent on prebuilt tools. Thistitle is highly
recommended for anyone who wants to improve his or her Python skills within the InfoSec realm.” --The
Ethical Hacker Network, February 2013

"When it comes to Python and penetration testing, TJ O'Connor is the grand Python master. Thisis the book
that keeps on giving. From building penetration testing Python scripts, to antivirus-evading penetration
testing malware, to interrogating the Windows Registry and investigating other forensic artifacts...O'Connor
masterfully walks the reader from basic to advanced penetration testing techniques with sample code
throughout.” --Ove Carroll, SANS Certified Instructor, Co-Author of SANS Forensics 408 - Windows
In Depth

"Violent Python is chalked full of practical examplesand isfor all security professionals. It coversthe
spectrum - knowledge for pen testers to forensic analysts, beginner to advanced and offensive to defensive
tasks. If you are involved in information security and are looking for a Python book, thisis an excellent
source." --James Shewmaker, Security Analyst, Bluenotch Corporation

"The best hackers know when to write their own tools. Violent Python is a very relevant collection of
examples to seed your personal hacking toolbox. From offensive actionsto digital forensics, this book has
useful bitsfor everyone." --Raphael Mudge, Creator of Armitage

About the Author

TJ O’ Connor is a Department of Defense expert on information security and a US Army paratrooper. While
assigned as an assistant professor at the US Military Academy, TJ taught undergraduate courses on forensics,
exploitation and information assurance. He twice co-coached the winning team at the National Security
Agency’s annual Cyber Defense Exercise and won the National Defense University’ sfirst annual Cyber
Challenge. He has served on multiple red teams, including twice on the Northeast Regional Team for the
National Collegiate Cyber Defense Competition.



TJholds a Master of Science degreein Computer Science from North Carolina State, a Master of Science
degreein Information Security Engineering from the SANS Technical Institute, and a Bachelor of Science
degreein Computer Science from the US Military Academy. He has published technical research at
USENIX workshops, ACM conferences, security conferences, the SANS Reading Room, the Internet Storm
Center, the Army Magazine, and the Armed Forces Journal. He holds expert cyber security credentials,
including the prestigious GIAC Security Expert (GSE) and Offensive Security Certified Expert (OSCE). TJ
isamember of the elite SANS Red and Blue Team Cyber Guardians.

TJO'Connor is an active duty Army Major and former faculty member at the United States Military
Academy, where he taught courses on forensics, exploitation, and information assurance. He has published
research at USENIX workshops, ACM Conferences, and spoken at various security conferences, including
ShmooCon. He has participated in numerous cyber defense exercises, including winning the National
Defense University Cyber Challenge, coaching the winning team at the National Security Agency's Cyber
Defense Exercise and working as a red team member of the Northeast Regional Collegiate Cyber Defense
Competition. He has earned the SANS Certifications GIAC Gold certifications in GCFA, GCIH, GSEC,
GCIA, and holds other GIAC certifications.

Users Review
From reader reviews:
John Guenther:

What do you about book? It is not important together with you? Or just adding material when you want
something to explain what you problem? How about your extratime? Or are you busy man? If you don't
have spare time to perform others business, it is make one feel bored faster. And you have spare time? What
did you do? Everybody has many questions above. They should answer that question mainly because just
their can do that will. It said that about e-book. Book isfamiliar in each person. Yes, it is suitable. Because
start from on kindergarten until university need that Violent Python: A Cookbook for Hackers, Forensic
Analysts, Penetration Testers and Security Engineers to read.

Gwen Ander son:

Hey guys, do you wishes to finds a new book to learn? May be the book with the headline Violent Python: A
Cookbook for Hackers, Forensic Analysts, Penetration Testers and Security Engineers suitable to you? The
book was written by well-known writer in this era. Often the book untitled Violent Python: A Cookbook for
Hackers, Forensic Analysts, Penetration Testers and Security Engineersis a single of several books that will
everyone read now. This specific book was inspired many people in the world. When you read this e-book
you will enter the new way of measuring that you ever know prior to. The author explained their thought in
the ssmple way, thus al of people can easily to understand the core of this reserve. This book will giveyou a
lot of information about this world now. In order to see the represented of the world in this book.

Jesus Brewster:

The book untitled Violent Python: A Cookbook for Hackers, Forensic Analysts, Penetration Testers and
Security Engineersisthe reserve that recommended to you to study. Y ou can see the quality of the



publication content that will be shown to you. The language that author use to explained their ideas are easily
to understand. The article writer was did alot of study when write the book, therefore the information that
they share for your requirements is absolutely accurate. Y ou also can get the e-book of Violent Python: A
Cookbook for Hackers, Forensic Analysts, Penetration Testers and Security Engineers from the publisher to
make you alot more enjoy freetime.

Nancy Brown:

In thistime globalization it is important to someone to obtain information. The information will make a
professional understand the condition of the world. The condition of the world makes the information better
to share. You can find alot of recommendations to get information example: internet, paper, book, and soon.
Y ou will observe that now, alot of publisher this print many kinds of book. The actual book that
recommended to you personally is Violent Python: A Cookbook for Hackers, Forensic Analysts, Penetration
Testers and Security Engineers this reserve consist alot of the information with the condition of thisworld
now. Thiskind of book was represented just how can the world has grown up. The dialect styles that writer
valueto explain it is easy to understand. Typically the writer made some exploration when he makes this
book. Thisiswhy this book suited al of you.
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